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Introduction 
This document contains a step-by-step deployment of HCL Sametime 12.0 on Docker. 

The document is intended to help deploy HCL Sametime 12.0 for test or small-scale use in a 

relatively short time.  Deployment, sizing, and additional considerations are required for production 

environments. 

The document is divided into several chapters from system requirements and all necessary 

components to make Sametime fully functional. 

Prerequisites 
For details, see https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0073898. 

Installed Components & Topology 
• MongoDB 

• Docker 

• HCL Sametime 12.0 Premium 

• LDAP (for example HCL Domino server) 

HCL Sametime 12.0 Topology 

 

  

Hardware Requirements for this Pilot Deployment 
Hardware: 

• 4 core, 16GB RAM, 250 GB Hard Disk 

Operation system: 

• Linux Centos 7.x 

https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0073898
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Pre-Requisites 

• MongoDB 4.4.x 

• Docker and Docker Compose 1.29 

• HCL Sametime 12.0 Premium or Standard (without Meetings) 

• Functional LDAP server for user authentication 

Download & Install MongoDB 
 

MongoDB is used for saving HCL Sametime chat history, persistent chat, and meetings.  

Supported version Mongo 4.4.x 

Download the latest MongoDB 4.4.x version from MongoDB’s download page: 

https://www.mongodb.com/download-center/community 

Follow the installation instructions located in the following resource links: 

• https://www.mongodb.com/docs/v4.4/administration/install-on-linux 

• https://help.hcltechsw.com/sametime/12/admin/installing_mongodb_linux.html 

Use caution when copying commands from the Installation manuals (spaces, slashes) 

and carefully validate proper syntax. 

 

Modify Configuration Files 
You will need to edit the configuration files for the MongoDB installation.  To edit the files, this 

whitepaper will provide instructions to use VI or Midnight Commander (MC) on CentOS. MC is a 

visual file manager that allows you to copy, move and delete files, search for files and run 

commands. 

 

For the Midnight Commander User Guide, see https://midnight-commander.org/wiki/doc 

 

If using MC, execute the following command to install the utility: 

yum install mc 

• After installation, start Midnight Commander (MC) with the following command 

mc 

• Create a repository file for YUM to install MongoDB. Use the VI command or Midnight 

Commander (MC) to create and edit the mongodb-org-4.4.repo file 

 

 

https://help.hcltechsw.com/sametime/12/admin/installation_mongodb.html
https://www.mongodb.com/download-center/community
https://www.mongodb.com/docs/v4.4/administration/install-on-linux
https://help.hcltechsw.com/sametime/12/admin/installing_mongodb_linux.html
https://midnight-commander.org/wiki/doc
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• To edit the file, use Insert (VI) or F4 (MC) and then copy and paste the following content: 

[mongodb-org-4.4]  

name=MongoDB Repository  

baseurl=https://repo.mongodb.org/yum/redhat/$releasever/mongodb-

org/4.4/x86_64/  

gpgcheck=1  

enabled=1  

gpgkey=https://www.mongodb.org/static/pgp/server-4.4.asc  

 

If the repo baseurl is unavailable, manually download the rpm files from this location: 

https://repo.mongodb.org/yum/redhat/7/mongodb-org/4.4/x86_64/RPMS/ 

Delete the file created in step 1 and install manually. 

• Press Esc to exit insert mode. To save and exit, use the wq command (VI) or F2 (MC) 

• Run the MongoDB package installation 

yum install mongodb-org

 

 

https://repo.mongodb.org/yum/redhat/7/mongodb-org/4.4/x86_64/RPMS/
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• To confirm the download and installed size, type 

y 

 

• To accept the GPG key import, type 

y 

 

Installation complete message will be received. 
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Configure MongoDB 

 
These steps will install a single MongoDB instance. Sametime supports multiple types of 

MongoDB deployments.  If your environment requires high availability, you can implement 

clustering. Other deployment models are outside of the scope of this document. 

• Start the MongoDB server: 

service mongod start 

 

 

• Start the MongoDB console: 

mongo 

 

• Create “sametimeUser“ in MongoDB from the MongoDB console 

• From the MongoDB console, run the following commands: 

use admin 

 

 

• From the MongoDB console, run the following commands: 

db.createUser({user: "sametimeUser", pwd: "sametime", roles:[{role:"readWrite", 

db:"chatlogging"},{ role:"readWrite", db:"mobileOffline"},{ role:"readWrite", 

db:"meeting"},{role:"dbAdmin", db:"meeting"},{role:"userAdminAnyDatabase", 

db:"admin"}]}) 
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Successful result after the creation of a new user “sametimeUser” 

 

 

• Create the “chatlogging“ database with “events“ and “sessions“ collections in MongoDB. 

 

From the MongoDB console, run the following commands: 

> use chatlogging 
> db.EVENTS.insertOne({"_id" : "dummy"}) 

> db.SESSIONS.insertOne({"_id" : "dummy"}) 
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Stop the MongoDB server and exit the console  
• To exit the MongoDB console, use the command  

exit 

• To shut down the MongoDB server:  

service mongod stop  

 

Edit the mongod.cfg file  
• Open file “mongod.cfg“ from path “/etc/mongod.conf” 

 

 
 

• Under “#network” interfaces add  

bindIpAll: true 

• Uncomment the “replication” statement and add the following under it 

  replSetName: rs0 

Important: Use 2 spaces before “replSetName: rs0“, not tabs 
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• Save file “mongod.cfg“ 

 

Initiate the Replica Set in MongoDB from the MongoDB console  
• Start the MongoDB service command prompt on Linux  

service mongod start 

 

 

• Start the MongoDB console by execute  

mongo 

 

 

• Enter the following command: 

 

> rs.initiate() 

 

 

• Press “Enter” and the prompt will change to: rs0:Primary> 
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• The replica set is now operational. Exit the console using the command  

exit 

 

 

Congratulations! You have installed and configured the MongoDB. 

See Configuring MongoDB for Sametime for more information.  

 

Install Docker 
 

What is Docker?  

Docker is an open-source lightweight containerization technology. It allows you to automate the 

deployment of applications in lightweight and portable containers and ship it all out as one package. 

It also allows you to run multiple operating systems on the same host.  

How to install Docker Engine: https://docs.docker.com/engine/install/centos 

How to install Docker Compose: https://docs.docker.com/compose/install 

For more information, see the HCL Product Documentation on Installing Docker for Sametime. 

Important:  All commands provided require you to run as ROOT or SUDO access. 

  

https://help.hcltechsw.com/sametime/12/admin/t_configure_mongodb.html
https://docs.docker.com/engine/install/centos/
https://docs.docker.com/compose/install
https://help.hcltechsw.com/sametime/12/admin/installing_docker.html
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• Run the following commands to add the docker repository for software downloads: 

yum-config-manager --add-repo https://download.docker.com/linux/centos/docker-

ce.repo 

 

 

• Install the latest version of Docker Engine and containers  

yum install -y docker-ce docker-ce-cli containerd.io 
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• Start the Docker Service  

systemctl start docker 

 

 

• Enable Docker auto start  

systemctl enable docker 

• Install Docker Compose on Linux systems: 

curl -L "https://github.com/docker/compose/releases/download/1.29.0/docker-

compose-$(uname -s)-$(uname -m)" -o /usr/local/bin/docker-compose 

 

 

 

• Apply executable permissions to the binary  

chmod +x /usr/local/bin/docker-compose 

 

 

• Use the command to start the Docker server  

service docker start 

 

 

 

Congratulations! You have now installed Docker and Docker Compose. 

 

See Installing Docker for more information.  

 

  

https://help.hcltechsw.com/sametime/12/admin/installing_docker.html
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Install & Configure Sametime 12.0 Premium 
 

We will now install HCL Sametime Premium 12.0 on Docker. 

• Download HCL Sametime Premium 12.0 file from Flexnet and copy this file for my example 

to directory “/local/ sametime“ 

 

 

• Extract the zip file Sametime_Premium_12.0.zip: 

unzip Sametime_Premium_12.0.zip 

 

 

• After extracting the Sametime_Premium_12.0.zip file, run the below command to load and 

initialize the docker images in the directory where you have extracted the zip file and  

./install.sh 
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Note: The Sametime Premium 12 requires access to a MongoDB server and an LDAP 

server. For example, you can use an existing Domino LDAP server. 

• You will be prompted to enter the following information: 

Fully qualified name of the Sametime server 

Sametime domain name 

Mongo host 

Mongo port 

Mongo admin user name 

Mongo admin user password 

Mongo Connection URL 

LDAP server host name or IP address 

Use TLS to access LDAP 

LDAP server port 

LDAP Base DN for resolving users and groups 

Configure advanced LDAP settings needed for binding 

Base64 encoded JWT SECRET 

TURN server address 

Configure TCP over 4443 

Configure LTPA 

• You can now proceed according to the individual images or enter your own company data. 

Note: Ensure that you provide a fully qualified domain name when prompted for the 

Sametime server hostname. If you do not provide an FQDN, you will not be able to 

successfully login. 

• Enter: Fully qualified name of the Sametime server and Sametime domain name 

(Just confirm the default values with the "Enter" key) 

 

 

• Enter:  

Mongo host and Mongo port 

Mongo admin user name and Mongo admin user (sametimeUser) password 

Mongo Connection URL 
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• Enter:  

 

LDAP server host name or IP address (for example LDAP on Domino server) 

Use TLS to access LDAP 

LDAP server port
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• Enter:  

 

LDAP Base DN for resolving users and groups 

Configure advanced LDAP settings needed for binding 
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• Enter: 

Base64 encoded JWT SECRET 

TURN server address 

Configure TCP over 4443 

Configure LTPA 

 

 

 

 

• The installation is now in progress 
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Installation successfully completed 

 

 

Test your Server  
Test to confirm that your server is running and working as expected. 

• Run the command below to check if meetings server is running.  Show all the loaded docker 

images: 

docker images 
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• Use Google Chrome to try your HCL Sametime Chat URL: "https://yoursamtimeserver/chat"  
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• Use Google Chrome to try your HCL Sametime Meetings URL:  

"https://yoursamtimeserver/meeting"   

 

 

Congratulations! You have installed the HCL Sametime 12.0 Server on Docker. 
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User Guides 
 

Sametime iOS User Documentation  

Sametime Android User Documentation 

HCL Webchat Client Users Guide 

Sametime Meetings Client Guide  

Conclusion 

 
In these few steps, you were able to install and configure everything you need to start testing HCL 

Sametime 12.0 Premium server in your organization. Here are some additional resources for review. 

Resources 
• Installation and Administration Guide 

https://help.hcltechsw.com/sametime/12/admin/index.html 

• HCL Customer Support 

https://hclpnpsupport.hcltech.com/csm 

• Knowledge DB 

https://hclpnpsupport.hcltech.com/csm?id=search&spa=1&t=kb&q=sametime%20v11 

• Discussion HCL Sametime 

https://hclpnpsupport.hcltech.com/community?id=community_forum&sys_id=e3c946d01b

80841077761fc58d4bcb04 

 

  

https://help.hcltechsw.com/sametime/12/ios/index.html
https://help.hcltechsw.com/sametime/12/android/index.html
https://help.hcltechsw.com/sametime/12/webchat/webchat_doc.html
https://help.hcltechsw.com/sametime/12/meetings/index.html
https://help.hcltechsw.com/sametime/12/admin/index.html
https://hclpnpsupport.hcltech.com/csm
https://hclpnpsupport.hcltech.com/csm?id=search&spa=1&t=kb&q=sametime%20v11
https://hclpnpsupport.hcltech.com/community?id=community_forum&sys_id=e3c946d01b80841077761fc58d4bcb04
https://hclpnpsupport.hcltech.com/community?id=community_forum&sys_id=e3c946d01b80841077761fc58d4bcb04
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Legal statements  

This edition applies to release 12 of HCL Sametime and to all subsequent releases and 
modifications until otherwise indicated in new editions.  

When you send information to HCL Technologies Ltd., you grant HCL Technologies Ltd. a 
nonexclusive right to use or distribute the information in any way it believes appropriate without 
incurring any obligation to you.  

©2022 Copyright HCL Technologies Ltd and others. All rights reserved.  

Note to U.S. Government Users — Documentation related to restricted rights — Use, duplication or 
disclosure is subject to restrictions set forth in GSA ADP Schedule Contract with HCL Technologies 
Ltd. 
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Disclaimers  

This report is subject to the HCL Terms of Use (https://www.hcl.com/terms-of-use) and the 
following disclaimers:  

The information contained in this report is provided for informational purposes only. While efforts 
were made to verify the completeness and accuracy of the information contained in this publication, 
it is provided AS IS without warranty of any kind, express or implied, including but not limited to the 
implied warranties of merchantability, non-infringement, and fitness for a particular purpose. In 
addition, this information is based on HCL’s current product plans and strategy, which are subject to 
change by HCL without notice. HCL shall not be responsible for any direct, indirect, incidental, 
consequential, special or other damages arising out of the use of, or otherwise related to, this report 
or any other materials. Nothing contained in this publication is intended to, nor shall have the effect 
of, creating any warranties or representations from HCL or its suppliers or licensors, or altering the 
terms and conditions of the applicable license agreement governing the use of HCL software.  

References in this report to HCL products, programs, or services do not imply that they will be 
available in all countries in which HCL operates. Product release dates and/or capabilities referenced 
in this presentation may change at any time at HCL’s sole discretion based on market opportunities 
or other factors, and are not intended to be a commitment to future product or feature availability 
in any way. The underlying database used to support these reports is refreshed on a weekly basis. 
Discrepancies found between reports generated using this web tool and other HCL documentation 
sources may or may not be attributed to different publish and refresh cycles for this tool and other 
sources. Nothing contained in this report is intended to, nor shall have the effect of, stating.  

or implying that any activities undertaken by you will result in any specific sales, revenue growth, 
savings or other results. You assume sole responsibility for any results you obtain or decisions you 
make as a result of this report. Notwithstanding the HCL Terms of Use (https://www.hcl.com/terms-
of-use), users of this site are permitted to copy and save the reports generated from this tool for 
such users own internal business purpose. No other use shall be permitted. 
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