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DEPLOYING HCL SAMETIME V12 ON DOCKER

Introduction

This document contains a step-by-step deployment of HCL Sametime 12.0 on Docker.
The document is intended to help deploy HCL Sametime 12.0 for test or small-scale use in a

relatively short time. Deployment, sizing, and additional considerations are required for production
environments.

The document is divided into several chapters from system requirements and all necessary
components to make Sametime fully functional.

Prerequisites
For details, see https://support.hcltechsw.com/csm?id=kb article&sysparm article=KB0073898.

Installed Components & Topology
* MongoDB

¢ Docker
¢ HCLSametime 12.0 Premium
e LDAP (for example HCL Domino server)

HCL Sametime 12.0 Topology

- - - FF<E_
HCL Sametime Premium with Internet
Internal Zone External Zone
Browser Clients N
CéC:«o
‘ Mol;ile Cl;ents
3

J)G
7>
MongoDB
19302* UDP »
HCL Sametime PremiN

LDAP

*STUN port is configurable, default is Google 19302

DL

Rich Clients

Hardware Requirements for this Pilot Deployment
Hardware:

e 4 core, 16GB RAM, 250 GB Hard Disk
Operation system:

e Linux Centos 7.x
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Pre-Requisites

e MongoDB 4.4.x

e Docker and Docker Compose 1.29

e HCL Sametime 12.0 Premium or Standard (without Meetings)
e Functional LDAP server for user authentication

Download & Install MongoDB

MongoDB is used for saving HCL Sametime chat history, persistent chat, and meetings.
Supported version Mongo 4.4.x

Download the latest MongoDB 4.4.x version from MongoDB’s download page:
https://www.mongodb.com/download-center/community

Follow the installation instructions located in the following resource links:

e https://www.mongodb.com/docs/v4.4/administration/install-on-linux
*  https://help.hcltechsw.com/sametime/12/admin/installing mongodb linux.html

Use caution when copying commands from the Installation manuals (spaces, slashes)
and carefully validate proper syntax.

Modify Configuration Files

You will need to edit the configuration files for the MongoDB installation. To edit the files, this
whitepaper will provide instructions to use VI or Midnight Commander (MC) on CentOS. MCiis a
visual file manager that allows you to copy, move and delete files, search for files and run
commands.

For the Midnight Commander User Guide, see https://midnight-commander.org/wiki/doc

If using MC, execute the following command to install the utility:
yum install mc
* After installation, start Midnight Commander (MC) with the following command
mc

* Create a repository file for YUM to install MongoDB. Use the VI command or Midnight
Commander (MC) to create and edit the mongodb-org-4.4.repo file

HCL Software Academy
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¢ To edit the file, use Insert (VI) or F4 (MC) and then copy and paste the following content:

[mongodb-org-4.4]

name=MongoDB Repository
baseurl=https://repo.mongodb.org/yum/redhat/$releasever/mongodb-
org/4.4/x86_64/

gpgcheck=1

enabled=1
gpgkey=https://www.mongodb.org/static/pgp/server-4.4.asc

If the repo baseurl is unavailable, manually download the rpm files from this location:
https://repo.mongodb.org/yum/redhat/7/mongodb-org/4.4/x86_64/RPMS/

Delete the file created in step 1 and install manually.
*  Press Esc to exit insert mode. To save and exit, use the wq command (VI) or F2 (MC)
*  Runthe MongoDB package installation

yum install mongodb-org

[root@sametimel2 yum.repos.d]# yum install mongodb-org | |

HCL Software Academy
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* To confirm the download and installed size, type

: :11_1_1 ng:
mongodb-org
ng for dependencies:
1

mongodb database-tools
mongodb-org-database-tools-extra
mongodb -org-mongos
mongodb-org-server
mongodb-org-shell
mongodb-org-tools

Transact
Install 1 Package (+9 Dependent packages)
Total download size: 100 M

Installed s Z
Is this ok [y/

* To accept the GPG key import, type

mongodb-org-mongos-4.4.13-1.e17.x86 bd rpm
mongodb-database-tools-100. -5
mongodb-org-shell-4.4.13-1. el7
mongodb-org-tools-4.4.13-1.el7
mongodb-org-server-4.4.13-1. el

Import1ng uPu key Dx9OCFBLFS:
Userid : "MongoDB 4.4 Release @
Fingerprint: 2069 leec 3521 6c63 caf6 Gce 364 08e3 90cT bifs
o : lHLL.":i:' J W . mon . fstatic/ fserver-4.4.asc
Is this ok [y/N]: ¥l

Installed:
mongodb-org.x86_64 0:4.4.13-1.el7

Installed:
sL.x86 64 09:2.1.26-24.el7 9 cyrus-sasl-gssapi.x86_64 0: 2 1 26-24.
mongodb-org-mongos . x86 64 8:4.4.13-1.el7 mongodb-org-server.x86 6

Complete!
[root@sametimel2 yum.repos.d]# [J]

HCL Software Academy
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Configure MongoDB

These steps will install a single MongoDB instance. Sametime supports multiple types of
MongoDB deployments. If your environment requires high availability, you can implement
clustering. Other deployment models are outside of the scope of this document.

* Start the MongoDB server:

service mongod start

Complete!

[root@sametimel2 yum.repos.d]st service mongod start

*  Start the MongoDB console:

mongo

Maf.f g8 26:18:19 E:ameti_mel'z..a1_1'.:!‘.t:;'.'.::;'i.c-

[root@sametimel2 yum.repos.d]# mongo

e Create “sametimeUser” in MongoDB from the MongoDB console

*  From the MongoDB console, run the following commands:
use admin

To enable free monitoring, run the followin
To permanently disable this reminder, run t

use admin | |

*  From the MongoDB console, run the following commands:

db.createUser({user: "sametimeUser", pwd: "sametime", roles:[{role:"readWrite",
db:"chatlogging'},{ role:"readWrite", db:"mobile Offline"},{ role:"readWrite",
db:"meeting"},{role:"dbAdmin", db:"meeting"},{role:"userAdminAnyDatabase",
db:"admin"}]})

HCL Software Academy
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Successful result after the creation of a new user “sametimeUser”

"sametimelUser", pwd: "sametime", roles:[{role:"readwrite", db:

E <

timeUser",

"role" : "readWrite",
"db" : "chatlogging"

"role" : "readwrite",
ndb" : "mobile0ffline"

"role" : "readWrite",
"db" : "meeting"

"role" : "dbAdmin",
"db" : "meeting"

"role" : "userAdminAnyDatabase",
ndb" : "admin"

* Create the “chatlogging” database with “events” and “sessions” collections in MongoDB.

From the MongoDB console, run the following commands:

> use chatlogging
> db.EVENTS.insertOne({"_id" : "dummy"})
> db.SESSIONS.insertOne({"_id" : "dummy"})

‘readWrite”,
"ST_OFFLINE_DB"

"role” : "userAdminAnyDatabase"”,

"admin™

ging
nsertOne({" id" : "dummy"})
true, "insertedId”™ : “dummy"

use chatlogging

switched to db chatl

db.EVENTS.insertOne({ : "dummy” })

"acknowledged" : true, "insertedId" : "dummy"
il

>.insertOne({" _id" : "dummy™})
true, "1nsertedld  : ~dummy”

HCL Software Academy
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Stop the MongoDB server and exit the console
* To exit the MongoDB console, use the command

exit
* Toshut down the MongoDB server:

service mongod stop

@sametimel? yum.repos

Edit the mongod.cfg file
*  Open file “mongod.cfg” from path “/etc/mongod.conf”

Name

onf.sample

* Under “#network” interfaces add
bindIpAll: true
¢ Uncomment the “replication” statement and add the following under it

replSetName: rsO

I Important: Use 2 spaces before “replSetName: rs0“, not tabs

HCL Software Academy
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runs

and run

ion of pidfile

:: to bind to all IPv4 and IPvéE

#security:
#operationProfiling:

repli
g

#sharding:

## Enterprise-0Only Options

* Save file “mongod.cfg”

Initiate the Replica Set in MongoDB from the MongoDB console
* Start the MongoDB service command prompt on Linux

service mongod start

o I e

yum, renos

e Start the MongoDB console by execute

mongo

* Enter the following command:

> rs.initiate()

*  Press “Enter” and the prompt will change to: rsO:Primary>

HCL Software Academy
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* Thereplica set is now operational. Exit the console using the command

exit

}
rs0:SECONDARY=

rs@:PRIMARY: ex1t

I Congratulations! You have installed and configured the MongoDB.

See Configuring MongoDB for Sametime for more information.

Install Docker

What is Docker?

Docker is an open-source lightweight containerization technology. It allows you to automate the
deployment of applications in lightweight and portable containers and ship it all out as one package.
It also allows you to run multiple operating systems on the same host.

How to install Docker Engine: https://docs.docker.com/engine/install/centos
How to install Docker Compose: https://docs.docker.com/compose/install

For more information, see the HCL Product Documentation on Installing Docker for Sametime.

Important: All commands provided require you to run as ROOT or SUDO access.

HCL Software Academy
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e Run the following commands to add the docker repository for software downloads:

yum-config-manager --add-repo https://download.docker.com/linux/centos/docker-
ce.repo

root@sametimel? etc [#

root@sametimel2 etcl# |yum-config-manager --add-repo

e Install the latest version of Docker Engine and containers

yum install -y docker-ce docker-ce-cli containerd.io

policycoreutils-python L
python-IPy noarch
setools-1libs *86_64
slirpdnetns

Transaction Summary

[10/17): 3 ;
Lll,l;;: policycoreut -python-2.5-34.e17.x86 64.rpm
/17): python-IPy-08.75-6.el7.noarch.rpm
): docker-ce-cli-20.10.15-3.el7.x86_64.rpm
): libcgroup-ﬁ.dl-zl.el?.xaﬁ '
L1 : 4 3- 4 e]

Retrieving key from https://
Importing GPG key 8x621E9F35:
Userid : "Docker Release (CE rpm) <docker@docker.com="
Fingerprint: 060a 6lc5 1b55 8a7f 742b 77aa c52f eb6b 621e 9f35
From : httns://download.docker.com/linux/centos/
Is this ok [y/N]: Y

containerd.io.x86 64 0:1.6.4-3.1.el7

Dependency Installed:
audit-1libs-python.x86 64 EI 2.8.5-4.el7
fuse- uuer1_avf~..x8t: 64 8:0.7.2-6.¢el
pn1_1_c;.rccreut1_1__ -..rthcm xE‘u 64 9:2.5-34.

Complete!
[Foot@sametimel2 etc]# |

HCL Software Academy
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e Start the Docker Service

systemctl start docker

Complete!

[root@sametimel? etc]# systemctl start docker

e Enable Docker auto start

systemctl enable docker

e Install Docker Compose on Linux systems:

curl -L "https://github.com/docker/compose/releases/download/1.29.0/docker-
compose-$(uname -s)-$(uname -m)" -o /usr/local/bin/docker-compose

root@sametimel2 etc]#
root@ametimel2 etcl# curl -L "

-0 fusr/local/bin/docker-composel|

e Apply executable permissions to the binary

chmod +x /usr/local/bin/docker-compose

<] <] <] <]
100 12.1M 16808 12.1M [&] =] A__A-AR-A1

[root@sametimel2 etc]# chmod +x /fusr/local/bin/docker-compose [

e Use the command to start the Docker server

service docker start

oot@sametimel2 etcl# chmod +x Jusr/local/bir

oot@sametimel2 etcl4é service docker start ||

I Congratulations! You have now installed Docker and Docker Compose.

See Installing Docker for more information.

HCL Software Academy
for Digital Solutions
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Install & Configure Sametime 12.0 Premium

We will now install HCL Sametime Premium 12.0 on Docker.

* Download HCL Sametime Premium 12.0 file from Flexnet and copy this file for my example
to directory “/local/ sametime“

& /local/sametime

" Name

*  Extract the zip file Sametime_Premium_12.0.zip:

unzip Sametime_Premium_12.0.zip

*  After extracting the Sametime_Premium_12.0.zip file, run the below command to load and
initialize the docker images in the directory where you have extracted the zip file and

Jinstall.sh

Name

HCL Software Academy
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Note: The Sametime Premium 12 requires access to a MongoDB server and an LDAP
server. For example, you can use an existing Domino LDAP server.

*  You will be prompted to enter the following information:

Fully qualified name of the Sametime server
Sametime domain name

Mongo host

Mongo port

Mongo admin user name

Mongo admin user password

Mongo Connection URL

LDAP server host name or IP address

Use TLS to access LDAP

LDAP server port

LDAP Base DN for resolving users and groups
Configure advanced LDAP settings needed for binding
Base64 encoded JWT SECRET

TURN server address

Configure TCP over 4443

Configure LTPA

*  You can now proceed according to the individual images or enter your own company data.

Note: Ensure that you provide a fully qualified domain name when prompted for the
Sametime server hostname. If you do not provide an FQDN, you will not be able to
successfully login.

* Enter: Fully qualified name of the Sametime server and Sametime domain name
(Just confirm the default values with the "Enter" key)

ICENSED MATERIALS PROPERTY OF HCL. ©Copyright HCL Technologies Limited 20828,2022
nstallino Sametime server. ..
nter fully qualified Sametime server Name: sametimel2.alichtenberg.cz |[J

Enter fully qualified Sametime server Name: sametimel2.alichtenberg.cz
Enter server domain name [alichtenberg.czl: [J

e Enter:

Mongo host and Mongo port
Mongo admin user name and Mongo admin user (sametimeUser) password
Mongo Connection URL

HCL Software Academy
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Installing Sametime serwver...

Enter fully qualified Sametime server Name: metimel2.alichtenberg.cz

Fnter seruver damain_name r:]1rh+pnhprg CZ ]

=nter Mongo host []:

Install

Enter fully qualified Sametime server MName: sametimel2.alichtenberg.cz
Enter server domain name [a11chtenberg cz]:

Enter Mongo host []: 192

Enter Mongo port

pyrign

Installing Sametime server...
Enter fully qualified Sametime server Name: sametimel2.alichtenberg.cz

Enter server domain name [q]1chtenberg cz
Enter Mongo host []: 192 3

Entar Mnnnn nnrt
Enter Mongo admin user name: [] sametimeUser []

LICENSED MATERIALS PROPERTY OF HCL. opyright HCL Technologies Limited 2020,2022
Installing Sametime server...

Enter fully gqualified Sametime server Name: sametimelz.alichtenberg.cz

Enter server domat

Enter Mongo host []:

Enter

Cober-M +timelUser
Enter ; ||

LICENSED MATERIALS PROPERTY OF HCL. ©Copyright HCL Technolegies Limited 2020,2022
s ing Sametime server...

fully ed Sametime server Name: sametimel2.alichtenberg.cz
server i [alichtenberg.cz]:
Mongo hos 2 1.112
Mongo port
Mongo admin user r [] sametimeUser
Mongo admin user password: [
connection URL is computed as [mongodb://sametimeUser : @192.168.1 7017]. Mould you like to override this (Y/N)? [N]

* Enter:

LDAP server host name or IP address (for example LDAP on Domino server)
Use TLS to access LDAP
LDAP server port

LICENSED MATERIALS PROPERTY OF HCL. pyright HCL Technologies Limited 20
1ling Sametime serwver...
fully qualified Sametime server Name: sametimel2.alichtenberg.cz
server domain name [alichtenberg.cz]:
Mongo host []: 192.168 2
Mongo port 5

Mongo admin user name: [] sametimeUser

Mongo admin user password: []

connectinn Rl 1s rnmnufpd ag [monnodh: 7 /samet imellser: FEEEREER@]OD
LDAP server host name or IP addre dom1nolz alichtenberg.cz||

HCL Software Academy
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ametime Premium 12.0
LICENSED MATERIALS PROPERTY OF HCL. ®Copyright K
Installing Sametime server...
Enter fully gqualified Sametime server Name: same
Enter server domailn name [allchtenberg cz]:
Enter Mongo host []: 192.1682
Enter Mongo port =
Enter Mongo admin user name: [] sametimeUser
Enter Mongo admin user password: []
Mongo connection URL 1is computed as [mongodb://s
Fnter IDAP server host _name or TP address: 10
Use TLS to access LDAP (Y/N)? [N]: N ||

Enter server domailn name

Enter Mongo host []: 192

Enter Mongo port :

Enter Mongo admin user name: [] sametimelse
Enter Mcngu adm1n user pq””wcrd []

Mongo

Enter LD seryve st name or IP addre””:
| TII. + - I = I.'u': FN]

Enter LDAP server purt ' ||

* Enter:

LDAP Base DN for resolving users and groups
Configure advanced LDAP settings needed for binding

Use TLS to access LDAP (Y/ NJ’ [N]:
Enter LDAP serwver port
Default LDAP settings are:
user required for bind
'I - .

: []
: [

(o) -C-;..-..‘..-.n _-:..-.I .-..-..-..-...-.I LD A -:4-4--..-.;- :T,J'N:lf [N]:

Enter DN for b1nd1ng [1: LDAPbind ]

lonf1gure advanced LDAP settil
Cotor DK _for b An-m =i Admi

=nter bind password [1: 1l

HCL Software Academy
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Enter
Enter

Enter

HCL Software Academy
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e Enter:

Base64 encoded JWT SECRET
TURN server address
Configure TCP over 4443
Configure LTPA

nter Ba J
ntar tha Bacefid ancadad JWT SECRET from an existing Sametime deployment: [Empty to generate a new one]

URN server addre

: [Empty to generate a new one]

3 solving grou
Enter the se6d encoded JWT _SECRET from an existing Sametime deployment: [Empty to generate a new one]
TURN server
|"'nn'F'irJ||rn TrP_ouver { ) [N]: N
tonfigure LTPA (Y/N) [N]: ||

* Theinstallation is now in progress

metime-clama

ccendd;zlfe. vading layer [= > 72.42MB/ 107MB

HCL Software Academy
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Installation successfully completed

ing sec ¢
composition. ..
network "sametime_sametime.test" with the default driver
network "sametime default" with the default driver
volume "sametime_proxy-workspace" with default driver
volume "sametime_backgrounds" with default driver
volume "sametime reports" with default driver
volume metime_recordings" with default driver
volume "sametime files" with default driver
volume "sametime_queue" with default driver
volume metime_quarantine" with default driver
ime_clamav_1
_recordings_1
atalog_ 1
ibri-web_1
5 _lobby 1
sametime_nginx_1

s 1

ametime_community
metime_location_

metime_auth_1
metime_prosody_1

L k2call 1
ametime_jvb_1
ametim tbri

Test your Server

Test to confirm that your server is running and working as expected.

*  Runthe command below to check if meetings server is running. Show all the loaded docker
images:

docker images

HCL Software Academy
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IMAGE ID
metime-init
metime-clamav

419MB

metime-click2call.node
i files.node
lobby.node
t/meetings-backgrounds.node
t/meetings-activity.node
i recordings .node
t/meetings-location.node
t/meetin appregistry.node
i auth.node
t/meetings-prosody
t/meetin persistence.node
t/chat-mux
server
outlook .
jicofo L 5cd9
;ametime-pushgateway 520 afebchbTebal
hat-prox ; : 21b 3
ametimel12 sametimel# []

* Use Google Chrome to try your HCL Sametime Chat URL: "https.//yoursamtimeserver/chat"

Login

Remember me

Availability status

| am available -

Status message

| am available

HCL Software Academy
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£ HCL Sametime Chat x +

< C A Notsecure

@ Administrator
1 am available ~

itps//sametimel2.alichtenberg.cz

@

Ales Lichtenberg

I .am offline

@ Ales Lichtenberg

@ <Wrile a new message

%@)B

* Use Google Chrome to try your HCL Sametime Meetings URL:

"https://yoursamtimeserver/meeting"

£ HCL Sametime Meetings X +

= [m]

https://sametimel2.alichtenberg.cz

L’ HCL Sametime Meetings

Your Meetings. Your Way.

[#4 Get Started

Iy My
Recent
Meetings Recordings
&3 Sametime Meeti... 4 |

S O @ incognio

o Welcome Administrator  ~

I Congratulations! You have installed the HCL Sametime 12.0 Server on Docker.

HCL Software Academy
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DEPLOYING HCL SAMETIME V12 ON DOCKER

User Guides

Sametime iOS User Documentation

Sametime Android User Documentation

HCL Webchat Client Users Guide

Sametime Meetings Client Guide

Conclusion

In these few steps, you were able to install and configure everything you need to start testing HCL
Sametime 12.0 Premium server in your organization. Here are some additional resources for review.

Resources

o Installation and Administration Guide
https://help.hcltechsw.com/sametime/12/admin/index.html

e HCL Customer Support
https://hclpnpsupport.hcltech.com/csm

e Knowledge DB
https://hclpnpsupport.hcltech.com/csm?id=search&spa=1&t=kb&qg=sametime%20v11

e Discussion HCL Sametime
https://hclpnpsupport.hcltech.com/community?id=community forum&sys id=e3c946d01b
80841077761fc58d4bcb04

HCL Software Academy
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https://help.hcltechsw.com/sametime/12/android/index.html
https://help.hcltechsw.com/sametime/12/webchat/webchat_doc.html
https://help.hcltechsw.com/sametime/12/meetings/index.html
https://help.hcltechsw.com/sametime/12/admin/index.html
https://hclpnpsupport.hcltech.com/csm
https://hclpnpsupport.hcltech.com/csm?id=search&spa=1&t=kb&q=sametime%20v11
https://hclpnpsupport.hcltech.com/community?id=community_forum&sys_id=e3c946d01b80841077761fc58d4bcb04
https://hclpnpsupport.hcltech.com/community?id=community_forum&sys_id=e3c946d01b80841077761fc58d4bcb04
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Legal statements

This edition applies to release 12 of HCL Sametime and to all subsequent releases and
modifications until otherwise indicated in new editions.

When you send information to HCL Technologies Ltd., you grant HCL Technologies Ltd. a
nonexclusive right to use or distribute the information in any way it believes appropriate without
incurring any obligation to you.

©2022 Copyright HCL Technologies Ltd and others. All rights reserved.

Note to U.S. Government Users — Documentation related to restricted rights — Use, duplication or
disclosure is subject to restrictions set forth in GSA ADP Schedule Contract with HCL Technologies
Ltd.
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DEPLOYING HCL SAMETIME V12 ON DOCKER

Disclaimers

This report is subject to the HCL Terms of Use (https://www.hcl.com/terms-of-use) and the
following disclaimers:

The information contained in this report is provided for informational purposes only. While efforts
were made to verify the completeness and accuracy of the information contained in this publication,
itis provided AS IS without warranty of any kind, express or implied, including but not limited to the
implied warranties of merchantability, non-infringement, and fitness for a particular purpose. In
addition, this information is based on HCL’s current product plans and strategy, which are subject to
change by HCL without notice. HCL shall not be responsible for any direct, indirect, incidental,
consequential, special or other damages arising out of the use of, or otherwise related to, this report
or any other materials. Nothing contained in this publication is intended to, nor shall have the effect
of, creating any warranties or representations from HCL or its suppliers or licensors, or altering the
terms and conditions of the applicable license agreement governing the use of HCL software.

References in this report to HCL products, programs, or services do not imply that they will be
available in all countries in which HCL operates. Product release dates and/or capabilities referenced
in this presentation may change at any time at HCL’s sole discretion based on market opportunities
or other factors, and are not intended to be a commitment to future product or feature availability
in any way. The underlying database used to support these reports is refreshed on a weekly basis.
Discrepancies found between reports generated using this web tool and other HCL documentation
sources may or may not be attributed to different publish and refresh cycles for this tool and other
sources. Nothing contained in this report is intended to, nor shall have the effect of, stating.

or implying that any activities undertaken by you will result in any specific sales, revenue growth,
savings or other results. You assume sole responsibility for any results you obtain or decisions you
make as a result of this report. Notwithstanding the HCL Terms of Use (https://www.hcl.com/terms-
of-use), users of this site are permitted to copy and save the reports generated from this tool for
such users own internal business purpose. No other use shall be permitted.
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